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—_ COMMUNICATIONS 251 Page 12
OPC Regulation : 1 June 1950

Y

25 YEAR RE-REVIEW

1

. - fo Evidence of Coordination - The symbol (Sce
25Xt * - OPC General Regulation bf the coordinating
o . units will be typed across the bottom of the last
page in the spaco provided for coordinating of-
ficerse If a staff officer is authorizcd to
initial for another, he will write the initials
of the authorized officer above the symbol of the
coordinating unit and his own initials in paren=~
thesis below the symbol of the coordinating unit.

/// - L ge Avoidance of Delays - Every effort should be
}l S . : - . made to clear cable traffic during normal working
T o, " hours ta prevent large numbers of cables from
' ' . ° ‘reaching the Signal Center at and after 1700
t _ ‘ To avoid delays in coordinating cables, the fol=-
S - 7 lowing procedure will be followeds

e ' , R (1) The originating offigcer is responsible
ST S : for insuring that the message is hand-carried
R - Dby someone in his office to the office of the
o - first coordinator.

oo T )v'l R e 4 (2) Each coordimator will insure that the
' N ST e message is hand-processed to the next point
' ‘ of actione

& o (3) If tho coordindting officor cannot take
- immediate action, the sceretary will place
. the message in the center of the desk (NOT
" 4in the "In" box) so that it will receive his
first attention.

(4) When a coordinating officer is absent
. . ' for several hours, the message will be hand=-
“, . " carricd to the next coordinating officer and
S - returncd later for action.

SwErC~R=E~T
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COMMUNICATIONS Page 15
OPC Regulation 25X1 1 June 1950

2400 ~

2307 - INTERNAL HEADING: The addressee and addressor indicators
are byped in capital letters as shown in samples ,

2308 ~ TEXT: Special indicators, references and the text will be
Typed in capital letters and double spaced as shown. If
the text contains more than one paragraph, arabic numerals
will be used for paragraphs and letters for sub=paragraphs.
Single paragraph cables will not be numberedes

2309 -~ COORDINATION SYMROLS: The symbols of the coordinating
Offices, otafis or Divisions will be typed in the appro-
priate spaces

2310 - MISCELIANEOUS: When referencing other cables the cable
ToTorence mumber is used followed by the MWINY or "OUTY
number in parenthesis, e.ge, RE WiSH L162 (OUT 5289)e The
NINY or “WOUT! :umber is included for local referencing pur-
poses and is rot transmitted to the Fields On multiple
page cables ecch page is numbered in the upper right
corner and the cntire heading above the double line, but
not thc internal heading, is repeated on each page with
the coordinating symbols typed only on the last page.

ADDITIONAL ADDRESSEES: If it is necessary to send a cable to
additional adarcsscoes after it has alrcady been transmitted, one
of the following proccdures will be used:

" Ae Rewrite the cable and, if necessary, advise the new
addressee of previous transmissions. &lso, if necessary,
advise the previous addressee of the new transmissione.

Be A4dvisc the Signal Center on a regular cable form to
tronsmit tho cable in question to the new address. When
this procedure is used there will be no changos made in
the text of the original cablee '

Both procedures require the signature of an authorized Releasing

Officors

DELIVERY OF CABLES TO SIGNAL CENTER: After proper release has
been effccted, cables will be delivered without delay to the
Signal Center for transmission. This delivery should be made
continually throughout the day to prevent large numbers of out=-
going cables from reaching the Signal Center . at 1700, thus de-
laying the transmissionss Only the outgoing oable and routing
sheet should be sent to the Signal Centers All supporting docu-
ments, cables, ctces, will have first been removed and returned

. to the appropriate Office, Staff or Divisione

0PG Internal Procedure

' Cables which have been properly coordinated and ra-
 loased will be delivered to the OPC Cable Section
who will detach the pink tissue copy and deliver
" the original message to the Signal Centers - -

*

" geE-C-R=B-T
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TN COMMUNICATIONS . ' Page 16 .
’ ‘: OPC Regulation 25X1 1 June 1956

SECTION III

RESPONSIBILITY OF TIHE SIGNAL CENTER

3000 - BASIC RESPONSIBILITY:

3001 -~

3002 -

3003 -

OUTGOING CLBLES: The Signal Centerts responsibility is
assumcd when an outgoing cable is received in the Signal
Center in proper form and properly releascde The respon-
sibility consists of the sccure and expeditious encryption
and transmission of the cable to the addressee and the
furnishing of confirmation copies of the cable to the
appropriate Offices after it has been transmitted.
INCOMING CABLES: In tho case of incoming cables the

. responsibility begins with the acceptance of the cable

from the transmission office and consists of the cxpedi-
tious decryption and delivery of the message to the
addressecde :
MiINTLINING CABLE FILES: The Signal Center will maintain
file coples of all outgoing and incoming cablese.

3100 ~ RELAYING GABiES: Requests for relaying cables from one

T - Field station to another will be checked by the Signal Center

3101 -

3102 -~

against prcviously established authorizations.

WURGENTY" RELLYS: Cables bearing an URGENT precedence
will be automatically rclayed regardless of origin,
destination, or letter component designationse Simul=
taneously, notification will be given to the officers
responsible for the addressce and addressor stationse.
WPRICRITY" RELAYS: OCables bearing a PRICRITY precedence
will not be automatically rclayed unless permitted by

established authorizations. If not permitted, such cables = -
.will be immediately referred to the officer responsible

for the addressee station who will come to the Signal

" Center and take the nccessary action to either approve or

3103 -

disapprove the rolaeye

"ROUTINE! RELAYS: Cables bearing a ROUTINE precedcnce
will not be autcmatically relayed unless so permitted by
established authorizationse If not permitted, such
cables will be refurred to the officer rcsponsible for
the addressee station'who will come to the Signal Center

- and take the necessary action to cither approve or dis-

approve the relaye If the cable is rcceived in the
Signal Center after regular working hours it will be held

- until 0830 the next morninge

SwE-CmR-E~T
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SN ' COMMUNICATIONS 25X1 Page 17
\ OPC Regulation 1 Junc 1950

3200 -~ OUTAGES: Vhen rcgular transmission channels are blocked due to
foohanical or atmospheric conditions the Signal Center is re=-
sponsible for taking the proper actioni : '

3201 - NOTIFICATION TO RELEASING OFFICERS: Signal Center will
Tmmodiately notily each Releasing Officer during working
hourssy

As TWhich areas are affected

Be Expected duration of outage

Ce What precedence traffic can be cleared
De Condition of incoming traffic

LA

The Releasing Officers will notify Staffs and Divisions
as appropriates
3202 - NOTIFICATION TO ORIGINATORS: Signal Center will notify
originators of backlogged outgoing traffic according to
: the following schedule:
. (1) Immediately for URGENT cables
(2) After four hours for PRICRITY cables and ROUTINE -
;o cables containing the phrase "Vital! or "Immediate
Action"s (Exception: originators will not be
: - a : called between 2200 and 0830)e
1“4’“*\ - S (3) At 0830 the following day for other ROUTINE cablese
‘ oo : : ' On Seturday, Sunday and holidays the Duty Officer
, will be notified at 0830 Discretion will be
o : - exercised by the Signal Center where it appears
o - that the outage is of a strictly temporary naturc.
g ' However, notification will be given in every instance
Lo where the outage exceeds 2L hours.

OPC Internal Procedure

On OPC traffic the Signal Center will notify
_ the OPC Cable Section of backlogged outgoing traffice

e

3203 - DURATION OF DEIAY AND ALTERNATE CHANNELS: The Signal
.~ Tenter will ascertalp, if possible, the expected duration
©. . of the outages and any alternate channcls availables
- \ ' ' Channcls which have not been approved by CIA will not be
S used, except in an emergency, without prior clearance by
’ "the ADSO or the ADPC, as appropriate.

S=E=C~R-E-T
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COMIUNICATIONS  25X1 Page 19
OPC Regulation 1 June 1950
4002 - DISCUSSING CABLES OVER TELEPHONES: The actual text of

hloo - MAKING

subject matter of a cable should not be discusscd sver
the telephones When it is nccessary to refer to a cable
over the tclephone, the WIN? or M"OUTY numbor will be used
to identify thoe cables. Neither the cable Reference
Number nor theiaddressor or addressee statlon may be
mentioned. .

COPIES OF CABLES:

EIUI = OUTGOING CLBLES: The Office originating a cable is per-~

- o3 -

mitted to retain only one carbon copy of a cable sent
forward for coordination, authentication and relcases
Drafts and worksheets will be destroyed immediatelye

If a carbon copy has been retained it will be destroyed
when the confirmatlion copy cf the cable 1s recelived from
the Signal Centore

. OPC Internal Procedure

The originating office will prepare, in addition
to the original, onc pink tissue copy which will
be detached by the Cable Scetion prior to delivery
of the original to the Signal Centere The pink
tissue copy will be returned to the originator
with the confirmation copy for verification.

INCOMING CABLES: The making of exact copics of incoming
cables 1s strictly forbidden. If additional copies are

.+ " required, the Office, Staff or Division holding the action
v copy may request theme

OPC Internal Procedure

If additional copies are required, the matter will
be referred to the OPC Cable Sectione

EXTRACTING INFORM..TION FROM C/BLES: It is pcrmissable to
make extracts or condeonsations of cables for office files
or for inclusion in reports circulated within CIA,

4200 - REFERENCING CIL CABLES TO OTHER U. S. GOVERNMENT AGENCIES: If it

13 nccessary to reforcnce a CIA cable to ancther Us Se Government

agency, the referencing will be made by subject matter and date

onlys

"The: addressee and addressor groups, the cable reference

‘number, or the MIN' and "OUT" numbers will not be usede

S—EFC-R-E—T
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25X1 OPC Regulation Attachment A ~" 1 June 1950
r \_ ' CENTRAL INTELLIGENCE AGENCY
DATE: 1 June 1950 ROUTINE ] | eriorITY L—JXP@RGENT O
(ORIGINATING OFFICER) (PHONE EXTENSION)
FROM: POLICY COORDINATION JOHN DO 1234
25X 1 TRANSMIT TO: PRIORITY)
(ROUTINE) - SECRET
25X1 (ROUTINE)
(CLASSIFICATION)
TYPE IN CAPITAL LETTERS, DOUBLE SPACED
25X1 TO3 INFO: CITEs WASHG
25X1 RE: (IN 123L5) ;
BGCHAFF
1« IMPERATIVE YOU GONTACT RICHARD T. SMITH IMMEDIATELY .
ADVISE HIM AS FOLLOWS: '
R A+ AMOUNT MONEY AVAILABLE.
A - N e tﬁgl‘\
‘ P Be COVER STORY.
2« INSTRUCT YOUR STAFF ACCORDINGLY.
FAD WE 3 C II CWE
RELEASING OFFICER ' COORDINATING OFFICERS AUTHENTICATING OFFICER
p SECRET
{
. CLASSIFICATION
;8&"‘1 3408' 3 5_7 Previous edmommnotmbeusod. 18—01300-2 0. 8, GOVERNNEHRT PRINTING OFFICE
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25X1  °  * COMMUNICATIONS , -  Page 23
N OPC Regulation Attachment B i‘June 1950
L UL"IHAL lNTELLIGENCE AGENCY
DATE: 1 June 1950 ROUTINE [0K|| PRIORITY [ ||URGENT ]
(ORIGINATING OFFICER) (PHONE EXT.)
FROM: 0S0/0PC JOHN DOE 1234
ANSMIT TO:
25X1 SECRET
\ (CLASS|FI1CATION)

4
Y

TYPE IN CAPITAL LETTERS, DOUBLE SPACED

25X1 TO CITE: WASHJ
' RE (IN 123L5)
EGRESS '
25X1 REPORT IMMEDIATELY INDICATORS STRENGTHENING

ALLIANCES, ALSO TRANSIFERS OF ARMS, TROOPS, PLANES, AND HEAVY
EQUIFMENT. CABLE SUMMARY. POUCH DETAILS. -

1.

a
050 OFC
050 FDW cI TDB/050
FDS WE 2
u cs -
OFC - WE,
RELEASING OFFICER COORDINATING OFFICERS AUTHENTICATINS O!Q?QER
SECRET

CLASSIFICATION

FORM NO. - =

sun 1948 " Sanitized Copy Approved for Release 2010/07/06 : CIA-RDP84-00499R000700150040-0
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" COMMUNICATIONS ' L2E0 2l
OPC Regulaticn 1 June 1950
. Attackment C :

OPC Form Nos 900  25X1
Revised 3 Mar 50

Coordination and Relcasing Sheet

(For use with drafts of cables to be sent outside normal CIA channcls).
ENCLOSURE: Proposed draft of, or suggestion for, Cable to

to bo transmitted by

(destination)

(Deparument)

i

REFERENCE:

- le Originator:

!

3. Reloased_by:

li« Remarkss'

This sheet must be attached to OPC file copy and remain ip OPC. Cable filee

e SwE~C-R-E-T -
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COMIUNICATIONS
50 REGULATION

1 Novenber 1950

BASIC CABLE PROCEDURE
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mar M ICATIONS 1 November 1950
S TLATIOV

25X1

TALE OF CONTENTS

T T Guneral Inforrmation

1 Y - Purposo
1001 - Officu Supplements
L) - Definition of a cable

1
1
12 - = Cateporics cof cables 1
1201 - Intelliponce cables 1
1

1

1

o

1212 - Opcrational cables
1203 -~ Administrative cables
120 = Tcchnical Communications cables:

iyn = Typus of cables 2
; 131 « Sinple addressee nessnge 2
; 12 - Multipls addressee message 2
1323 = Pock messages 2

2

2

A = Classification of cables

L

10 Declassifying cables

i 1533 = Precedonce dasignations 3
: 1501 « Authorized precedeonces 3
¥ designaticns

1502 - Assigning precedence 3
] 1503 - assigning precedence to &y
! - rultiple addressee nessages

3
: 5
f 1600 = Internal message heading 5
: 1601 - Addresseec and addressor 5
! indicators
b , 1602 - Sensitive or project indicators 5
~ ; ' 1603 - Sensitive indicator
25X1 é 160, - Double indicators
’ ! . 1700 = Cable numbering
3 1701 - Cable reference numbers

1w°-'Qme'©WW1mMMm

6

6

6

6

7

& ~ Distribution of cables 7
: 1801 - Confirmation copies 7
1 : 1802 -~ Action copy 7
! 1803 - Information copies 8
: 8
8

9

9

9

9

9

9

180k - Dates and times shown in cables

1805 - Non-CTA cables
.f S?G?IOH IT- Proparation of cables
: AV = Autherity to originate
: 100 =~ Originatorts responsibility
p 2101 - Necessity for cable
; 2102 - Contents of cables

2103 - Brevity and clarity

j SECRET
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~3 oM TCATIONS 1 Novesber 1990
%50 ESULATION 90=34

TABLE OI' CONTENTS

PACE
: 210} - References 10
: 2105 - Dates 10
i 2106 - Abtreviations 10
5 2107 - Punctuation 10
2108 - Use of ecryptonyms and 10
: seudonyms
i 2109 - Classification 10
: 2110 - Prccedence 11
: 2111 - Action required by addressece 11
g 2112 - Initialling 11
£ 72113 « Cansorship 11
‘
i 2200 -  Coordination, iuthentication, and 11
i Release '
E; 2201 - Coordination 11
i 2202 - Authentication 12
E 2203 - Relcase 12
4 220l - Chanping of text 12

2300 - Use of the cable form for outgoing 13

% cables
i 2301 -~ Date ‘ 13
t 2302 = Precedence 13
& 2303 = Originating Office 13
) 230l - Originator of cable 13
¢ - 2305 - Destination o 13
3 _ 2306 -~ Classification 13
: 2307 - Internal heading 13
2308 -~ Text 13
2309 - Coordination symbols 13
2310 ~ Miscellaneous 1
2L00 - Additional Addressess 1
2500 - Dolivery of cables to Singal Center 1k
3
?v SECTION TIT - Responsibility of the Signal'Center 15
: 00 - Basic responsibility 15
3001 - Outzoin~ cables 15
3002 - Incoming cables 15
: 3003 - Maintaining cable files 15
4 3100 - Relaying cables , 15
3101 - "URGENT" rclays 15
. 3 3102 - "PRIORITY" relays 15
g 3103 - "ROUTINE" relays 16
%
£ ' SECRET
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25X1 COMASUNICATIONS 1 November 1950 .
080 REGUL.TLON i
TABLE _OF CONTENTS N
PAGE ;‘
3206 - Outages L { L
' 3201 - Notification to releasing 16 ;
officers ' :
3202 - Notification to originators 16 :
3203 - Duration of delay and alternate. 17 S
channels PR
H 3300 -  Cancellation and suspension of cables 17 !
i 3301 - Cancellation 17 !
. 3302 = Suspension 17 §
L 34,00 - lNotification of hich precedence or 17 :
"7ital" cables received after working :
hours :
3500 - Temporary copies for standby or duty 18 2 i
of ficers ) !
'
SRCTION IV- Sccurity Precautions 1 g
1000 - Secure handlinz of cables within 19 P
| of fices | ' L
¥ . 1,001 - Access to cables : 19 '?;; :
¥ 4002 - Discussing cables over 19 ' L i
25X1 ¢ ‘telephones :éi £
E - : , o K i
3 4,100 ~ Making copies of cables 19 ) i
t ;101 - Outgoing cables _ 19 B
‘e 1,102 - Incoming cables 19
1 1103 - Extracting information from = 19 i
2 , cables . | _ . 'ﬁ
¥ 1,200 " = Referencing CIA cables to other U.S, 19 s
PE Government agencies . i
% 1,201 - Showing CIA cables to Non-050/ 20 - i
2 OPC personnel . g
H 1202 - Passing CIA cables to other U.S.20 " |
25X1 i fovernment ? g ;
4 i M o
i 20 : ML
4 11300 -  Revealing methods of communications 20 b a 1
§ % : :
$ 1100 .~ Destruction of cables 2l : é
% 1,500 -~ CGryptegraphic scourity considerations 21 f‘ ‘ %
1600 - Plain text cables 21 :
| g 4,700 ~ Tnquiries regarding existence of cable 21 : g
% channels : L i
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COM UNICATIONS Pago 1

0S0 REGULATION

1 November 1950

BAS1C CABLE PROCEDURE

STGTION I - GEBNERAL INFORIAT ION

1000 - FURFOSE: - This Fasic instruction is issucd for

1100 -

31200 -

the guidance of 050 and OFC percomnel in the

preparation and hondling of cables and establishes

o standard proccdure for Signal Conters, These

{ngtructions arc approved by tho 050/0PC JOINT

COLMUNICATIONS 10D, Changus in this procoduro

will not be modo by oither 0380 or OXC cxcepb uwvon

the rocommcndotion of thot BOARD,

1001 - OFFICE SUPPLELIETS: - The ADSO and the ADFC
onoh will issuc supplements to this basic
procedure to cover the internal office
handling ond the originating, coordinating,
adthentionting, and rolecsing authority
cstablished for cables within 080 and ORC.
These supplements will not affoct this
basic instruction and may be chenged by
080 or OFC os requircd. ’

DEFINITION OF A CABLE: ~ A coblo is e classified
encrypbted message 1o and from overseas points
transmitted by clectrical moans viz channels
authorized by GIA. ‘

CATEGORIES OF CABLES: - For the purposc of these
instructions, cables are Aivided into four cate-
gories.

1201 - INTELLIG.NCH CiPLESs A cable which in-
cludos disseminable intelligence is defined
~g on Intelligence Cable.

1202 - QUERATIONAL CAPLES: = A cable concerning
operatious or operntional intelligence is -
gafinoed as an Omerational cablo. :

1203 - ADINISTRITIVE CiBLES: = A coble which ‘
conecrns personnel or administrative matters
is defined as an Administrotive Cablc,

1204 - TECENICAL COMMUITICAT IOL:: C..5LES:s Technical

Communications Crbles ore thosa cobles
which concern Lhe security, engincering,
mointoncnce and operations of Communications
foeilitics and arce the primary responsl-
bility of the Cormuniceotions Division. .

SECRET
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o NICATIONS Page 2

1) REGULATION

1 November 1950

1300 = TYIES OF CABLES

1301 -

1302 -

1303 -

SINGLE_ADDRESSEE MESSAGE: - A cable trans-
mitted to only one station is a single
addrrssce message.

MULTIPLE ADDRESSER MESSAGE: A cable sent
to more than one station for the action
and/or information of several addressees,
all of whom must lnow that the others
received the cable, is a multiple addressee
mossage. In this type of cable it is
nocessary to indleate which of the several
addressees is the action addressee and
which received the cable for information
only.

BOOK_MESSAGES: - A cable sent to several
stations but which does not require any
one of the addressees to know which other
addressees received the cable, is a book
message. DBecause of the security risks
involved, book messages or messages "to
all chtations" will be held to a minimum,.
The Communications Division will be
consulted regarding the transmission of
suth cables before they are released.

14N0 = CLASSIFICATION OF CABLES: - The authorized classi-

fications for cables are: RESTRICTED, CONFIDENTIAL,

SERIET

or TOF SECRET, The classification assigned

to a cable should be based on the contents of the
message included therein and is not necessarily
determined by previous cables which may be refer-

encad,

Lvery effort should be made to assign the

correct classification, Only the most highly

senslitive material should be classified TOP SEGRET.
" This classification should not be used to excess

sinco the extrs administrative work involved '

caugsos

1401 -

delay.

DECIASSIFYING CABLES: - If it is necessary
to change the classification of a cable,
this may be done with the approval of the
originator or the holder of the action copy.
It is the responsibility of the approving
officer to notify each holder of the cable,
as well as the Signal Center and the Field
station involved.

SECRET
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~ COMMUNICATIONS Page 3

0G0 REGULATION

‘1 November 1950

1500 - PRECEDENCE DESIGNATIONS: - A precedence desige

nation is an external method used to convey to
Communications personnel,

A. The relative order a cable will he
handled within Signal Centers with
raespect to other cables.

B, The relative order a cable will be
transmitted with respect to other
cables.,

C. The relative order in which a cable
will be delivered to the addressee.,

PLECEDENCE DESIGNATIONS ARE NOT TO BE USED TO
CONVIY TO THE ADDRESSER THE_URGHENCY WITH WHICH
ACTION MUST_BF,_TAKEN ON THE CONTENTS OF A CADLE
OR_TUE_PRECEDENCE TO_BR ASSIGNED A HEFLY, SUCH
ACTION INSTRUCTIONS SHOULD BZ INCLUDED WITHIN
THE TEXD OF THb MESSAGE,

1501 ~ AUTHORIZED PRECIDENCE DESIGNATIONS: Only
three precedence designations are author-
ized for CIA cables, Delivery times
ostablished by the following preccdences

may vary according to the working hours

maintained by local transmission companies

and the Signal Center of the supporting
mission in the Field, Communications
Division will inform the appropriate
Offices of thesc fectors.

ROUTINE: Applies to all cables which require
delivery without delay. This pre-
cedence will be assigned Lo thae
majority of CIA cables.

FRIORITY: Applies only to cables which roquire

added spced in handling and delivery

to the addressee regardless of time of
day. This precedence will be used only
for cables of such importance that any
time saved in the delivery of -the cable
to the addressee 1s vital to the success

of CIA operations., Releasing officers
will initial the assignment of priority
on each cable, '
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25X1 : CC REGULATION 1 November 1950 ot
URGENT: Highest precedence authorized. Thig é %
precedence is reserved only for cables !

vital to_the security of the Nation, to

; the secvrity of CIA operations, or to

3 the personal security of personnel. A

' cable carrying an URGENT precedence gtops

e e

, ' all other cables in process or in transit
b and is delivered immediately to the
addrosace, Its use except under extreme
emerpreney conditions may sacrifice the
. cover sccurlty of the addressee. I3
-~ will not be used excopl on the personal
authority of the ADSO, ADFC or FIELD
STATION CHIEF, or those designated in
wrlting by those officers,

R g

1502 ~ ASSIGNING PRECEDENCE: - Improper asgignment of
precedence must be avolded in order to assure
security and efficiency in the handling of
traffic, Misuse of FRIORITY and TURGENT pre=-
cedonces results in grave security hazards by
drawing attention to the area concorned and by

L

S o

[l s i Bl el B

necessitating unusual after-~hours activity on

the part of CIA field personnel and, in some
cascs, officials of the cover activity concerned.
Overuse of the higher precedence also retards the
flow of traffic both in Signal Centers and ex-
tornal transmission units causing delays in all *
traffic, In assigning precedence, consideration _ A
must be given to importance of subject matter, i
timo zonc separation between field and head- . Ry
quarters, normal transmission time for cables ?

25X1

D e ]

between the two points, and normal working hours
ot ficld and headquarters. If the subject matter

B MRt AR T R £ T A

requires immediate action by the addressee, |
place the word "VITAL" or "IMMEDIATE ACTION" at ' ' T
the beginning of the body of the message and -
assign a ROUTINE precedence, Do not inerecase

: , the precedence of the cablc meroly because of the

i importance of tho gubject matter.

s

R i B e ke

: SECRET
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si04: Page 5, dated 1 November 1950,

26 January 1961

050 Regulation

sTGITHG PRECEDEHCE TO MULTIPLE ADDRESSEE MESSAGESS =

Tn high procedence multiple addressee messages, the
minformntion"” addressee should normally be assigned a
lewer procodence than that required for the "action"
addrcssco. The originator should indicate, in the
approprinto box on the cable form, the precedence to
bo assigned thc action addressee and .in the "TRANSMIT
TO" space on the cable form the precedence to be
nssigned all addrossees by typing tho precedences

{n parenthosis afteor the name of the city.

IMTFRYAL MRSSAGE HEADING: - All cables have a message
heading thot precedes the body of the message and
contains tho internal address; "TO" followed by an
addressco indicator, and "CITE," followed by en

AR — .
- addroessor indicator.

1001 - ADDRESSEE AND ADDRESSOR INDICATORS: - The
nddrosseo and eddressor indicators of a cable
normally will be five letser groups composed '
of the first four lettoers of the name of the
city in which the station is located, with
the fifth letter designating the component of
tho commend. Theso fifth letter component

A

dosignations are: (cf, para 2, 0SO

1402 « SEESITIVD or PROJECT INDICATORS: ~ Special indi-

Sanitized Copy Approved for Release 2010/07/06 : CIA-RD

entors assipgned at Headquarters are used for

‘wapeciaily semsitive operations or material..

Such indicators nre placed at the beginning of "
the Lody of the message. Limited distribution
will automatically be given to cables bearing

. these indicetors and plén names when approved by
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COMMUNICATIONS Page 6
0530 REGULATION 1 November 1950

ADSO or ADPC, as appropriate, and registered

with the Signal Center,

Example: :
Cables concerning cryptographic sccurity
matters use the component "C" but also
carry the spsclal indicator "CRYPTO" at

A the beginning of the body of the message.

A11 cables bearing this indicator are
automatically given limited distribution
both in the Field and at Headquarters only
to the Communicator and/or such personnel
s may be charged with pertinent crypto-
graphic or crypto security duties. The
ADSO and Chief of Station have access

to the information contained in these
cables but do not receilve regular distri-
bution.,

1603 -

160/, - DOUBLE INDICATORS: - If more than one indicator
‘ is used in a cable, the most limited distribution
called for by the combination of indicators
will be made,

1700 = CABLY NUMBERING: ~ Cables are identificd by two
series of numbers, the cable reference number
and the "IN" and "OUT" numbers.

1701 - CABLE REFLRENCE NUMBERS: - Fach Signal
Center assigns an internal station "cable
reference number? to all cables transmitted
to identify the cable to the addressece,
This number is used in conjunction with
the four letter group identifying the
station and is the number to be referred
to when replying to or referencing a -
cable, e.g. "WASH 4532", The cable
reference numrber is CLASSIFIED and will
not be_given over the telephone or dis-
closed outside 0SO _or OFC,

_ SECRET
Sanitized Copy Approved for Release 2010/07/06 : CIA-RDP84-00499R000700150040-0
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rearraTONS Pa%e 7, dated 1 November 1950, 0SO Regulation No,

fen

1702 - "IN" AND "OUT" NUMBERS: - All incoming ocables are
wssigaed an IN' number by the Signal Center from
a consecutive series regardless of the addressors.
In the seme mammer all outgoing oables are assigned
an "OUT" number by the Signal Center regardless of
the addressces., These numbers are for Headquarters
accounting and referencing purposes and aeppear on
all copies of cables distributed. In telephone
conversations these numbers only should be used
to identify cables. "IN" and OUT" numbers should
not be used as references in dispatches to the

Field,

goo DISTRIBUTION OF CABLES: - Cables are distributed locally
Tn socordance with special 0SO and OPC instructions to
tho Signal Center. Tho complete distribution afforded
sach cable is shown on tho cable form and each copy is
numbered. To cover each cable distribution, the Signal
Conter will propure copies of cable receipt forms as
appropriate. The office receiving a cablo will receipt
tn the Signal Center for the aables The responsibility
and accountability of the Signal Center for distribution
coples of cables will end upon their delivery to the
offices addressed and the return to the Signal Center of
the executed eccompanying receipt.

1801 - CONFIRMATION COPIES: - After an outgoing cable has
been transmitted by the Signal Center, copies of
the cable conflrming the text and transmission are
distributed, Such ?Confirmation" copies carry the
cable referonce number assigned to the cable as
weoll as the "OUT" number.

1802 « ACTION COPY: - Each incoming cable is distributed
To ono "Action" addressec which is the Office,
Staff, or Division responsible for taking action

. on the contents of the cable, If the recipient
of the "Action" copy determines that the mction
hes been improperly assigned, it is his responsi-
bility to have the action transferred to the
appropriate Office, Steff, or Division. This will
be accomplished by requesting the Signal Center to
make redistribution of the Action Copy or by
verifying to the Signal Center that the responsi-
bility for teking aotion has bean transferred.

SECRET
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1803 -

1804 -

1805 -

1 November 1950

INFORMATION COPIES: - Generally, in
cddition to the Action Copy of Incoming
Cables, "Informatlon" coples arc distri~
buted. Such "Information Copics" are for
tho information of the Office, Stalf or
Division reccciving thom on a "necd to
know" basis,
(cf, para 3, OS(

DATES AND TIMES SHOWN IN CABLES: - All
times shown on Cable Forms are expresscd
in "Z" Timo. (Greemwich Meridian Time)

A, OUTGOING CABLES

Tho date appearing at the top of
the Form of Confirmation copies is the
date the cable was rcceived in the
Signal Center. The time and date
following "TOD" at the lower left
corner is the actusl time theo message
wns transmitted by tho Signal Center.

B, INCOMING CABLES _

The date appearing at the top o
the Form is the date the cable was
transmitted by the Field., The time
and date following "TOR" at the lower
lef't corner of the cable is the actual
time the messago was Tocoiwved in the
Signal Center.

NON~CTA CABIES: - Cables received by the

Signal Center from other U, S. Government
agencies are logged by the Signal Center

and routed to the intercsted offices,
Staffs, and Divisions under two types of
routing sheets.

Type A - White Routing and Record
sheet bearing notation "Rotain
or Destroy",

Type B - White Routing and Record Sheot
with a shaded diagonal bar
across the face of the sheet
bearing notation "Return to
Signal Center",
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S5CTION II - PREPARATION OF CABLES‘

2000 -

200 -

AUTHORITY TO ORIGINATE: - Cables may be origi-
nated by any Office, Staff or Division of CIA
whose functions require information from Field
stations or whose responsibilities include
instructions to Ficld stations. Replies to
incoming cables will normally be originated by
the Office, Staff, or Division to whom the Action
copy of the incoming cable is distributed.

ORIGINATOR!'S RESFONSIBILITY: - The originator of
a cable has certain responsibilities which he
nust consider in drafting the cable,

2101 - NECESSITY FOR CABLE: -~ Before drafting a
cable the originator should consider the
actual necessity for using cable communi-
cations, 1Is the subject matter such
that it must recach the addressce by
cable? Could the information be forwarded
by pouch channeclg and still reach the
addressee in time for proper action?

2102 - CONTENTS OF CABLES: -~ Cables will contain

: onJy U. S. Govermment business and will
bo used only whon oporationally necassary,
Cablo conmunications will not, as a rule,
be used for tho transmigsion of routine
operational and administrative messages.
Uhless special reasons exist to the
contrary, all such routine opcrational

- and administrative mossages will be
transmitted by pouch. Normslly only
rolated subjects will be covered in one
cabla,

2103 - BREVITY AND CLARITY: =~ The text of a cable

- should be clear, accurate and brief, The
originator should word the cable so that
it exprosses unmistakably the thought he
wishes to convey in as fow words as possible,
After the cable is drafted it should be
edited and all unnecessary words, oxpressions,
prepositions, punctuation, etec., deleted,

If necessary the cable should be reworded
to make it shorter and clearer. Cables

are not edited by the Slgnal Center but arc
transmitted VQrbatim

SECRET
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050 REGULATION 1 November 1950

2104 -

2105 =

‘2106 ~

2107 -

2108 -

2109 -

Sighal Center will transmit all punctustion.

REFERENCES: - References to another cable
will always be made hy citing the cable
refercnce number. When references are
used within a cable, the originator will ;
ascertain whether they are avallable to g
211 addressees, If it 1s necessary to
include addressees who do not hold a cited
refercnce and it is not necessary that

thoy have the reference, the orlglnator

will add after the reference in question

a phrase such as "Not sent to lond"
tmmediately after the cited reference. If
the cited reference must be transmitted to
the additionsl addresses, refor to para.
2400,

_DATES: - When it is necessary to include

Ta date within the text the originator

will use the complete date, e.g. 20

February 52. This date" or similar

phrases will not be used, This is expecially
important for legal and fiscal purposes,

such as dates of arrival and departure,

as well as for eclarity in activations,
schedules, ete.

ABBREVIATIONS: ~ Authorized abbreviations

are desirable and care must be exercised

to insure that no uncertainty will arise

a8 a result of their use, e.g. abbreviate
United States as U. S. not U5,

FUNCTUATION: - Only standard punctuation
marks will be used and they will be kept

to a minimum consistent with clarity. —The

USE OF CRYTTONYMS AND PSEUDONYMS: - Author-
ized cryptonymo and pseudonyms will be-used
whenever necessary to maintein security,
The originator should make certain that the
addrensec knows the true identities.
CLASSIFICATION: ~ The originator should 5
exercise care in assigning the proper classi- !
fication to the cable and should base the
classification on the subject matter con~
tained in the text.

SECRET . _ |
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2111 - ACTION REQUIRED_DY ADDRAESSER: -~ Tha
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% " petion is requlred by the addressce by
%
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£ -2 JCATIONS Poge 11

cras SZGULATION 1 November 1950
3 _
e 2110 - PRECEDEMCE: - The proper precedence should
B e assigned taking into consideration
: the stringent rulcs on the use of the higher
3 rccedenco degignations,

placing the words "immediate action' at
the beginning of the text, Such a state-
ment is separate from the external precedence
designetion as it dosignetes action 1o be
taken after delivery to the addressce.

2112 - INITIALLING: - The originator should insure
that the proper 0ffilces, Staffs, and
Divisions are listed for coordination,

. : ' authentication and rclease and shall sign

H ' : nis initials after his name.

i . .2113 - CENSORSHIE: - Before the cable is routed

5 ' ‘ for coordination, authentication, and re~.
: lense the originator should personally

¥ o censor the ‘text carefully to determine

! : _ ~ that 1t does not contain any breach of

3 ' gecurity which might be caused by an error
b ’ ’ and that it does not contain any words or

4 : oxpressions which might reflect on the

originating command.

2200 - COORDINATION, AUTHENTICATION, AND RaELELSE: - All
cobles will be properly coordinated, authenti-
cated and released consistent with existing Office

2 : rogulations and operational requirements,

2201 - COORDINATION: - Generally, cables will be
coordinated with a1l Offices, Staffs, or

] Divisions concarncd with the subject matter

. on the particular cable. Evidence of

' coordination will be shown on the last_ page

A SR

: of the cable form by the typed symbols of
g the Staffs or Divisions and the aigned

z initials of the coordinating officers..
(cf., Mara 4a, 0SO

3
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2202 -

2203 -

T

2204 -
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AR ki e

. registerced signature in ink on the lower Ll

-authorized Releasing Officer is cevidence

of any individual who changes the toxt of

Release 2010/07/06 : CIA-RDP84-00499R000700150040-0

Page 12 ?
1 November 1950

AUTHONTICATION: -~ Cables will be authon-
ticatnd esccording to instructions issued
by O£0 and OPC, Evidence of authentication
will be shown by the appropriate officer
signing in the lower right corner of the

last page of the cable '
" {ef., para 3b, 0S0
RELEASE: ~ A1l cables w e signed by

an authorized releasing officer who thereby
accepts full responsibllity for the contents
of the cable. Joint cables must be released
by both an OFC and an 0SO Releasing Officer.
Releesing Officers shall, in each case,
determine that the cable has been properly
coordinated and authenticated, is consistent
with approved policies, contains no security
breaches, contalns only Governmont business

and does not include words or expressions P e

which would roflect on the originating
command, Evidence of rclease will be shown .
by tho Roloasing Officer signing his i

FOT R

PO

- T

left corner of the last page of the cable.
Initiuls will not suffice. Signal Center
will not accept outgoing cables which have
not been personally signed by an authorized
Relecasing Officer., The signature of an

per sc that he has accepted the responsi-
bility as stated above, and will consti-
tute the only authority nocessery for the
Signal Center to accept and transmit out-
going cables if otherwise in proper form,

Sample signatures of all porsonnel author-
1zed to release cables for their respective
offices will be registered w the Sienal
Centor., (cf., para 3e¢, 030
CHANGING OF TEXT: - It is the rcsponsibility

an outgoing ceble to initial cach change
and to inform ell officers who have pre-
viously signed or initialled tho cable, if
tho sense of the cable has been sltered,
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2300 - USE OF TH¥ CABLE FORM FOR OUTGOING CABLES: - GIA
Form No., 35=7 will be used in preparing cables
transmittcd by the Signal Center (seo sample).

The cable will be preparcd as follows:

2301 ~ DATE: - The current and complate date the
cable is typed will be inserted in appropriate
space, c.g. "15 March 1951".

2302 - PRECEDENCE: = The precedence will be

" shown by placing three XXX's in the
approvriate box,

2303 - ORIGINATING OFFICLS: -~ In the space labeled
WFROM" the name of the orilginating office,
e.Z., FOLICY COORDINATION or SPECIAL
OFZRATIONS will be shown,

2304 ~ ORIGINATOR OF CABLE: =~ The full neme and
tclephone extension of the originator will
bz entered in the appropriate space,

2305 - DESTIJATION: - In the "TRANSMIT TO" box
will bo entered the name of the city to

~which the cable is to be sent, If the

cable is multiple addressee the precedences
assigned to the information addresses should
be given in parcenthesis after the name of
the cities. '

2306 =~ CLASSIFICATION: = The clagsification will
be stamped in the spaces provided at the
top and bottom of the form,

2307 - INTERNAL HEADING: - The addressce and
addressor indicetors are typed in capital
lotters as shown in sample,

© 2308 - TEXT: - Special indicators, references

’ and the toxt will be typed in cepital letters
and double spaced as shown. If the text
' contains morc than one paragraph, arabic
numerals will be used for paragraphs and
letters for sub-paragraphs. Single para-
graph cables will not be numbered,

2309 - COORDINATION SYHBOIS: =~ The symbols of the
coordinating Offices, Staffs or Divisions
will be typed in the appropriate space,

SECRET
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ey

: 2310 - MISCELLANEQOUS: - When referencing other

¥ oablos the cable refercnce number is used T

f£ollowed by the "IN'" or "OUT!" numbcr in P

parenthesis, e.g., RE WASH 4162 (OUT 5289).
The "IN" or "OUT" numbcr is included for E

i local reforencing purposes and is not L

] trensmitted to the Field, On multiple page '

cables each page is numbered in the upper

right corner and the entire heading above

the double linc, but not the internal

heading, is ropeated on cach page with the

coordinating symbols typed only on the lest

page. : < §

i AR P S BT N AR

2400 - ADDITIONAL ADDRESSES: - If it is nccessary to
scnd o cable to additional addressees after it
has already been transmitted, one of the following
procedures will be used:
o A, Rewrito the cable and, if necessary,
; _ ) advise tho new addrecssce of previous
1 o _ transmissions. Also, if necessary,
A : ‘ advise the previous addressee of the Pt
25X1 s - S . new transmission. Pk
' Advise the Signal Center on a regular : bl
cable form to transmit the cable in ‘
question to the new address, When this
procedure is used there will be no
changes made in the toxt of the original
cable,
Both procedures require the signature
of an authorized Releasing Officer.

w

2500 « DELIVERY OF CABLES TO SIGNAL CENTER: -~ After
proper release has beon effected, cables will be
delivered without delay to the Signal Center for
transmission. This delivery should be made %

i continually throughout the day to provent large A

g . numbers of outgoing cables from reaching the Signal

Center at 1700 hours, thus delaying the trans- biooa

missions. Only the outgoing cable and routing HE

shoot should bo sent to the Signal Center. All v

supporting documents, cables, ote, will have first ‘ o

been removed and returned to the appropriate v

Office, Staff or Division, ' ' i

it SO -
o
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<1CcTION III - RESPONSIBILITY OF THE SIGNAL CENIER I
cf, parag 5=7, 0SO

3000 = BSIC RESFOFSIBILITY:
3001 - OUTGOING C4BLES: = The Signal Conter's

responsibility is assumed when an outgoing
cable is rcccived in the Signal Center
: : - in proper form and properly rcleascd. The
g' responsibility consists of the secure and
: expeditious oncryption and transmission
of tho cable to the addressee and the _
furnishing of confirmotion copiecs of the , Pk
cable to the appropriate Offices after it ‘
: has becn transmitted, ;
3002 - INCOMING CABLES: - In the case of incoming
' cables the responsibility begins with
tho acceptance of tho ecable from the trans-
mission office and consists of the expedi- ik
tious decryption and delivery of the message R
to the addressecs, P
3003 « MATMTAINING CABLE FILES: = The Signal Conter e
: will mointain file copies of all outgoing :
cnd incoming cables.

omomg
-

25X1

oS b

o, S AR b I B e e B

25X1 : - .
’ 3100 « RELAYING CABLES: - Requests for roleying cables -
from one Field station to another will be chocked
by the Signal Center against previously established
authorizations,
3101 - "URGENT" RELAYS: - Cables bearing an URGENT
precedence will be automatically relayed
regardless of origin, destingtion, or letter
component designations, Simultancously, .
notification will be given to the officers
responsible for the addrossee end addressor
stations.

3102 - WPRIORITY" RELAYS: - Cables bearing a ,
PRIORITY procedonce will not be autometically
relaycd unless permitted by cstablished
cuthorizations. If not permitted, such
cables will be immcdistely referred to the
officer responsible for the addroessce station
who will come to thc Signal Center and
take the nccessary actioh to either approve

- or disapprove the relay.
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3103 - MROUTINE! RELAYS: - Cahlos bearing o ROUTINE
precedenco will not be automatically ro-
lnyed unless so pernitted by established
authorizations, If not permitted, such
cables will be referred to the officer
responsible for the addressce gtation who
will come to the Signal Centor and take
the necessery action to oither approve
or disopprove the relay. If tho cablo is
roeoived in tho Signel Center after rogu-
lor working hours it will be held until
0830 hours thc noxt morning.

= OUTAGES: = Whon ragular tronsmission channels are
VUlirn

Dlocked duc to mechanical or atmosphoric conditions
the Signal Center is responsible for teking the
propor cction,

3201 - NOTIFICATION TO RELFASING OFFICERS: - Signal

Center will immediately notify each Releasing
Officer during working hours:

A, Which zreas are affected

B, Expected duration of outage

C, What precedence treffic can be

cleared

D, Condition of incoming traffic
‘The Releasing Officers will notify Staffs
and Divisions as appropriates

3202 - NOTIFICATION TO ORIGINATORS: - Signal Center

will notify originators of boeklogged out-
going traffic according the following
schedule:

(1) Irmedictely for URGENT cables

(2) After four hours for FRIORITY cobles
~nd ROUTINE cables containing the
phrase "Vital" or "Immediate Action",
(Excevption: Originators will not
be enlled between 2200 and 0330).

(3) &%t 0830 the following dey for other
ROUTINE cables. On Saturday, Sundoy,
and holidays the Duty Officer will be
notified at 0830 hours, Discrction
will be exercised by the Signnl Center
where it appeors that the outage is of

a strictly temporary nature., However,
notification will be given in every
instance whero the outage exceeds 24
hours,
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3203 = DURATION OF DELAY AND ALIERNATE GHANNEIS: -
The Signcol Center will ascertain, if
possible, the cxpected duration of the
outages and any altsrnatce channels avail-
cble, Chennels which have nol been cypprovod
by CIA will not be uscd, cxcept in an
emorgency, without prior clearance by the
ADE0 or the 4DFC, as apnrooriate,

X0 « CLNCELLATION AND SUSTENSION OF CABLES:

. 3301 - C.LICELLATION: - Cables will not be caoncelled
without the approval of the Releasing
Officer.

3302 « SUSEEISION: - The Signal Center will

: suspend transmission of & properly ree
loused enble pursuant to instructions from
originating, coordinnting, authenticating
or Duty Officers, The Signnl Conter Uatch
Officoer will notify the Releasing Cfficer
according to the following schedule to
confirm the action and to ascortain if the
cable should bo cancelled.

A, TImmcdiately for URGENT, PRIORITY
or "Immedinte Action" or "Vital®
ROUTINE cables,

~

r B, At 0830 the following morning for

othor ROUTINE cablos (this notifi-
cation will be made to the Duty
Officer on non-working days.)

)00 « HOTIFICATION OF HIGH PRECEOENCE OR "VITALM CABLES
L CEIVED AFTER WORKING HOURS: - The Signol Center
will automatically notify by tclephone the appro-
pricte Office, Staff or Division Stand-by or Duty
Officor upon reoccint of high precedence cables or
cables prefixed by "Vital® or "Jmmediote Action®
if reccived nftor normel working hours. The Signal
Contor will not rood or reveal by "louble solk!
the text of onv enbln or identify the stotion ine
volved over the tclenhone. Evasive means of any
kind, for the »urpose of ascertnining the contents
of a cable or its originnting station, arc strictly
forbidden, After the telephone notification has
boon mnde the Stand-by or Duty Officer will be
responsible for taking whatever action is nocessary.
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' 3470 « TrlTORARY COPIES FOR STAND=BY OR DUTY OFFICERS: - S
Then nocessary, Signal Center Wateh Officer will SEAN

provide ¢ temporary cony of the cable for the
Semnd=by or Duty Officers who cre celled in during
non=worliing hours to take action on cables, These
tunporary coples will be roturned to the Signal
Cunt.r aftor normal distribution has been made

the next working day. .
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c et IV - SECURITY PRECAUTIONS
<M : a GRCURE HANDLTHT OF CABLES WITHIN OFFICES: Cables
’ Till be handled witnin offices according to the
~Ii regulations -overning the handling of
elnssificd material. i
hOO1l - ACCESS TC CABLIS: - Access to eables will i
be on a "need-to-know" basis. ;
1,002 - DISCUSSINGT CABLES OVER TELETHONES: - The
actual text of subject matter of a cable
should not be discussed over the telephone.
“hen 1t 1s necessary to refer to a cable
: over thu telephone, the "IN" or WOUT®
< o nmuber will be used to identify the cable.
#aither the cable Reference Number nor
the addressor or addressee station may be
, mentionad.
100 « MAVINT COPIENS .OF CABLES:
L1Vl - QUTGOING CABLES: - The Office originating
a cable "is permitted to retain only ong
carbon copy of a cable sent forward for
coordination, authentication and release.
Drafts and worksheet will be destroyed
immediately. If a carbon copy has been
retained it will be destroyed when the
confirmation copy of the cable is received
from the Signal Centef.

L102 - INCOMING CABLES: ~ The makin- of exact
ceples of incoming cables is strictly
forbidden. If additional copies are requlred,
the Office, Staff or Division holding the
action cepy may request them.

4103 - EXTRACTING INFORMATION FROM CABLES: - Tt

' is permissible to make extracts. or con-
densations of cables for office files er
fer inclusion in reports circulated within

CIA.

SRRl

SRR A RO 58 i

R

4200 - REFEREGCING OT4 CABLES TO OTHER U,S.0VERNMENT
AGENCIES: - If it is necessary to reference a
CIA cable to another U.S. Government agency,
the referencing will be made by subject matter
and date cnly. The addressee and addressor
groups, the cable reference number, or the i
“IN“and"OUT'numbcrs will not be used.
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SHOWING CTA CABLES TO NON-0S0/0PC

fDiS“NNELi - Extreme caution should be

cxerciced in showing cablcs to other than

0PC or 0S0 porsconnel since cryptonyms,
pscudonyms and communications procedures
viculd therchy be revealed,

PASEINT CTA CABLES TO OTHIY U. S, GOVELNMENT

AGENCITS: - It is strictly forbidden to pass

cxact copies of CIA cables to othar U.S.

Government agencies.

A. If it is necessary for another U. S.
Government agency to have infermation
contained in a CIA ecable, the information
will be cxtracted from the text and
forwarded through approved channels. The
addressec and addressor groups, cable
reference numbers, ete. will not be
included.

B. If it is nccessary for another U, S,
Governngnt agency to retain a record
cocpy of a CIA cable, a special
sterilized copy will be prepared by
the Siepnal Center.

1330~

SEVECLING METHODS OF-COMMUNICATIONS: - The

transmission channels and methods employed by
CIA for cable ccmmunications are hizhly class-
ified and this infermation must be strictly
centroiled. It will not be diselosed to un-
authorized persons either within or cutside

Cln, in crder tc prescrve the security of CIA

comunicitions. Care must be taken not to reveal

the existence of cable comminications to any
field station, and the names and locations of
fivld stations must not be mentioned over the
telephcne in connection with cables.

SECHET

Sanitized Copy Approved for Release 2010/07/06 : CIA-RDP84-00499R000700150040-0




25X1

25X1

25X1

- oew - e

- Sanitized Copy Approved for Release 2010/07/06 : CIA-RDP84-00499R000700150040-0

D

S

e i

A

B e i

RS

st g gy, R

N AR ST S e T T A

2ol A e B

SN

N ey T

5

= T R

L}

S oo 21

S .‘,L&IIONS 7 December 1950

eese2s106s  Pago 21, dated 1 November 1950, 050 Regulation Noe

“wo -

S TRUCTION OF CABLES: - Bach office is responsible for
%o socuro retention and/or destruction of distribution
coplos of cables received. Offices may destroy coples
#¢ =iblos whonever convenient and in accordance with
«rnoir own internal office procedures.

%0 -

PLAIN TEXT CABLES: « Plain text CIA cables are strictly
Torbiddon, Cables forwarded via other U, S. Government
agoncios on behalf of CIA which include identifiable
references of CIA, its operations, poliocy or personnel,
will bo sent as oclassificd encrypted cables.

INWIRIES REGARDING EXISTENCE OF CABLE CHANNELS: = The
Tormunications Division will not reveel the existence
of communications channels to persons who have not been
authorized to know of thelr exlsteénce.
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